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«00 yrBepxkaenunu Ionoxkenust 0 Mmeroaax u cnocodax
3alMThl HHGOpMaMU B HHGOPMAIIMOHHBIX CHCTEMAX
MEePCOHATBbHBIX JAHHBIX)

Ony6nukoBano: 5 mapta 2010 r. B «Poccuiickoii razere» - ®enepanbHbliii Boiryck Ne 5125
Berynaer B cuny:16 mapta 2010 r.

3apeructpupoBan B MuHiocre P® 19 ¢pespans 2010 r.
Perucrpanuonnsiii N 16456

B cootBerctBuM ¢ myHkToM 3 [lonoxenust 06 obecriedeHrH 0€30aCHOCTH NEPCOHAIBHBIX
JAHHBIX NIPU UX 00paboTKe B MH(GOPMALIMOHHBIX CUCTEMAX EPCOHATBHBIX JTaHHBIX,
YTBEpPKIEHHOTO noctaHoBieHueM [IpaButensctBa Poccuiickoit @enepanuu ot 17 Hoa6pst 2007
r. No 781 (CobOpanue 3akoHoaarenbctBa Poccuiickoit @enepanun, 2007, N 48, ct. 6001),
NPHKA3bIBAIO:

YTBepauth npunaraemoe Ilonoxxenue o MmeTo1ax U cnoco6ax 3amuTsl HHGOpMauu B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHAIbHBIX TAHHBIX.

JupexTop DenepanbHOii CIy:KObI 10 TEXHUYECKOMY H IKCIIOPTHOMY KOHTPO.I10 C.
I'puropos

[Ipunoxenue

IToJi0:xeHMe 0 MeTOAX U criOco0ax 32U ThI HHGOPMAUMU B HHPOPMAIIMOHHBIX CHCTEMAax
NEePCOHAIBbHBIX JaHHBIX

1. O01mue nojoxxkeHus

1.1. Hacrosimiee Ilomosxenue pazpadorano B coorBeTcTBuM ¢ [lonokernnem o0 obecrieueHnn
0€30MMacHOCTH NEPCOHAIBHBIX JTAHHBIX IPU UX 00pabOTKe B MH(POPMAIIMOHHBIX CUCTEMAX
IIEPCOHANBHBIX JIAHHBIX, YTBEPKACHHBIM NocTaHoBiIeHueM [IpaBurenscrBa Poccniickoit
denepauuu OT

17 nos6pst 2007 r. N 781 (CoGpanue 3akononatenbctBa Poccuiickoit @enepammu, 2007, N 48,
cT. 6001), 1 ycTaHaBJIMBAET METO/IbI U CIIOCOOBI 3alIUThI HH(OPMALIUHU, IPUMEHSIEMBbIE JUIS
obecrnieueHrs 0€30MaCHOCTH MEPCOHATIBHBIX JaHHBIX IPU UX 00paboTKe B MHPOPMAIIHOHHBIX
CUCTEeMax MepCOHAIbHBIX JaHHBIX (Jajiee - UHYOPMALMOHHbIE CUCTEMbI) TOCYAAPCTBEHHBIMHU
OpraHaMH, MyHULIUIIaJIbHBIMU OpraHaMH, IOPUIUUYECKUMU WIH (PU3HUECKUMHU JTULAMH,
OPraHU3YIOIMUMH ¥ (UITN) OCYIIECTBISIIONTUMU 00pa0OTKY MePCOHATBHBIX JaHHBIX, 4 TAKXKE
ONPEEIAIOLIMMU LU U CoJiep:KaHue 00pabOTKH MepCOHANIbHBIX JIaHHBIX (J1ajee - onepaTop),
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WIH JULOM, KOTOPOMY Ha OCHOBAaHUH JJOTOBOPA ONIEPATOP NOPydaeT 00pabOoTKy NEPCOHATIBHBIX
JAHHBIX (JlaJIee - yIOJIHOMOYEHHOE JIMILIO).

B nacrosmewm Ilonoxkennn He paccMaTpUBAIOTCSI BOPOCH o0ecieueHnst 6e30I1acHOCTH
MEPCOHAJIIBHBIX JAaHHBIX, OTHECCHHLIX B YCTAHOBJIICHHOM IOPAAKE K CBCACHUAM, COCTABJIAIOIIUM
roCy/lapCTBEHHYIO TaliHY, a TaKXe BOIPOCHI IPUMEHEHHUS KPUITOrpauyecKuXx METO10B U
CH0CO00B 3a1UThl HH(OPMALIUU.

1.2. K meTonam u crioco6am 3amiuThl HHPOPMALMK B UH(POPMALIMOHHBIX CUCTEMAaX OTHOCSTCS:

METO/IbI U CIIOCOOBI 3alUThl HH(OpMaLU, 00padaThIBAEMON TEXHUYECKUMHU CPEACTBAMHU
MH(OPMALIMOHHON CUCTEMBI, OT HECAHKIIMOHUPOBAHHOI'O, B TOM YHCJIE CIIy4allHOTO, I0CTyIa K
MEPCOHAIBHBIM JAHHBIM, PE3yJIbTaTOM KOTOPOTO MOXET CTaTh YHUUTOXKEHUE, U3MEHEHHE,
OJI0KMpOBaHKE, KOTMPOBAHUE, PACTIPOCTPAHEHUE MIEPCOHATIBHBIX IAaHHBIX, a TAK)KE MUHBIX
HECaHKLMOHUPOBAHHBIX JIEUCTBUH (J1aj1€e - METO/Ibl U CIOCOObI 3aIlIUTH HHPOPMAIUH OT
HECaHKLMOHUPOBAHHOTO JIOCTYIIA);

METOJIbI M CITOCOOBI 3aIUTHI PEUEBON HHPOPMAITUH, a TaKKe HHPOPMAITHH, ITPESICTABICHHON B
BH/JIe THPOPMATUBHBIX JICKTPHUICCKUX CHTHAJIOB, (PU3UYECKHUX TOJIEH, OT
HECaHKIMOHUPOBAHHOTO JIOCTYIIA K MIEPCOHAIBHBIM JTaHHBIM, PE3yJIbTATOM KOTOPOTO MOXKET
CTaTh KOIMMUPOBAHKE, PACIIPOCTPAHEHHE TIEPCOHATBHBIX TAHHBIX, a TAKIKE UHBIX
HECaHKIIMOHUPOBAHHBIX JICHCTBUH (J1ajee - METOJIBI M CIIOCOOBI 3alUThl HHPOPMAITHH OT YTCUKH
110 TEXHUYECKUM KaHaJlaM).

1.3. Jlns BeIOOpa U peanus3alii METOJ0B U CLIOCOO0B 3alUThl HH(OpMaluU B UHPOPMATUOHHOMN
CHCTEME OTNEPaTOPOM HIIM YIOITHOMOYEHHBIM JIMIIOM MOKET Ha3HAYaThCs CTPYKTYPHOE
MOpa3ACIICHNE WX JOJIKHOCTHOE JUI0 (PaOOTHHK), OTBETCTBEHHBIC 3a 00eCTieYeHIE
0€301aCHOCTH MEPCOHATBHBIX JAHHBIX.

Jlyist BBIOOpA M peau3aii METOIOB U CIIOCOOOB 3alIuThl HH(GOPMAIHKA B HHGOPMAITMOHHON
CHUCTEME MOXET MPUBJICKATHCS OPraHu3aIus, UMeroIias 0(GOpPMIECHHYIO B YCTAHOBJICHHOM
MOPSIIKE JTULEH3UIO HA OCYILLECTBICHHUE JIEATEIbHOCTH 110 TEXHUYECKON 3a1uTe
KOH(PUACHITUATHHOW HHPOPMAIIUH.

1.4. BriOop u peanuzanusi METOJOB U CIIOCOOOB 3alllUThl HH(POPMALUK B HH(HOPMALMOHHON
CHCTEME OCYIIECTBIISIOTCS Ha OCHOBE OTIPEICISIEMbIX OIepaTopoM (YIOITHOMOYEHHBIM JIUIIOM)
yrpo3 0e301MacHOCTH MEPCOHANIBHBIX JTAHHBIX (MOJIEJIN YTPO3) U B 3aBUCHMOCTH OT Kjlacca
WH(POPMAIIMOHHOHN CHCTEMBI, OTIPEACTICHHOTO B COOTBETCTBHH C [IopsIKOM MpoBeAeHNUs
Kiaccupukanuy HHOOPMAITMOHHBIX CUCTEM MTEPCOHATBHBIX JaHHBIX, YTBEP)KICHHBIM ITPHKA30M
OCTIK Poccun, ®Ch Poccun u Munnngpopmcesszu Poccun ot 13 ¢despans 2008 r. N 55/86/20
(3apeructpupoBan Muntoctom Poccun

3 ampens 2008 r., peructpaunoHHsii N 11462).

Mogenb yrpo3 pa3pabaThiBaeTCsi HA OCHOBE METOIMYECKUX JOKYMEHTOB, YTBEPKICHHBIX B
COOTBETCTBHUH C IMYHKTOM 2 nioctaHoBJieHus [IpaBurensctBa Poccuiickoit @enepanuu ot 17
HOs10ps 2007 r. N 781.

1.5. BeiOpaHHbI€ U peann30BaHHbIE METObI U CIIOCOOBI 3aIIUTHI HHPOPMAIIUH B
MH(OPMALIMOHHON CUCTEME JIOJDKHBI 00ecreurBaTh HEUTpaIU3aliio IPEaoIaraéMbelX yrpos
0€30MMacHOCTH MEPCOHAIBHBIX IJAHHBIX IPU UX 00paboTKe B MH()OPMALIMOHHBIX CUCTEMAX B
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COCTaBe CO3/I1aBaEMOM OTIEPATOPOM (YIIOJIHOMOYCHHBIM JIUIIOM) CUCTEMBI 3aIIUTHI
NEPCOHAJIBHBIX JaHHBIX.

II. MeToanI 1 Cnocoobl 3allIUThI anl)opMaunn OT HECAHKIIMOHUPOBAHHOI'0 10CTYyIIa

2.1. Merogamu 1 cioco6amu 3aiiUThl MH(OPMALIUK OT HECAHKLIMOHUPOBAHHOTO TOCTYIA
SBJISIFOTCS:

peanu3anus pa3pemnTeIbHON CHCTEMBI IOITyCKa IOIb30BaTenei (00CTyKMBAIOIIEro IepcoHaa)
K HH(POPMAIMOHHBIM pecypcaM, HH)OPMAITMOHHON CHCTEME U CBA3aHHBIM C €€ MCIIOJIb30BaHNEM
paboTam, TOKyMEHTaM;

OTrpaHHYEHUE J0CTYIA MOJb30BaTeNIeH B MOMEILIEHUS, IJI€ pa3MeIlleHbl TEXHUYECKUE CPE/ICTBA,
MTO3BOJISIFOIIME OCYIIECTBIIATH 00paOOTKY MEPCOHANBHBIX JAHHBIX,  TAKXKE XPAHATCS HOCUTEIN
uHpopmanuy;

pasrpaHuueHHe JOCTYIIa [10JIb30BaTeIell U 00CIIyKUBAIOLIETO IEPCOHAIa K MH(POPMAIIMOHHBIM
pecypcam, IporpaMMHBIM CpeJICTBaM 00pabOTKH (Ilepeiadun) U 3aluThl HH(QOPMALIUK;

perucTpanus 1eicTBUil M0Ib30BaTeNel 1 00CITYKMBAIOLIET0 IEPCOHAIIA, KOHTPOJIb
HECaHKIMOHUPOBAHHOTO JIOCTYIA U JEHCTBUI MOJb30BaTeNel, 00CITYKMBAIOIIETO EPCOHANIA U
IMOCTOPOHHUX JIMII;

y4eT U XpaHeHHE CheMHBIX HOocUTeNNed HHpopMaluy U uX oOpalieHre, HCKII0Yarolee XUieHue,
MOJIMEHY U YHHUUTOKEHUE;

pe3epBUPOBAHNE TEXHUUECKUX CPEJICTB, AYOJMPOBaHHE MACCUBOB U HOCUTENEH HH(OpMAaLINK;

WCIIOJIb30BAHNUE CPEJICTB 3aIUTH HH(GOPMAIMH, MPOIISANINX B YCTAHOBICHHOM TTOPSIIKE
MIPOLEAYPY OLIEHKH COOTBETCTBHUS;

HCITIOJIb30BAHHKEC 3allIMIINCHHBIX KaHAJIOB CBA3HU,

pa3MenieHre TEXHUUECKUX CPECTB, MO3BOJISIOUINX OCYILECTBIATE 00pabOTKY NEPCOHATBHBIX
JAHHBIX, B NpeeaX 0XpaHsIeMOl TEppUTOPUH;

opranu3anus GU3NYECKON 3alUThl TOMEIIEHUH U COOCTBEHHO TEXHUYECKUX CPEJICTB,
MO3BOJISIFOIIMX OCYIECTBIATH 00pabOTKY NEPCOHANBHBIX JaHHBIX;

[pel0TBpallleHUuE BHEAPEHUS B MHPOPMALIMOHHBIE CUCTEMbI BPEJJOHOCHBIX POTPaMM
(mporpaMM-BUpPYCOB) U IPOIPaMMHBIX 3aKJIAJIOK.

2.2. B cucreme 3aluThl IEPCOHAIBHBIX JaHHBIX HHPOPMALIMOHHON CUCTEMBI B 3aBUCUMOCTH OT
KJ1acca UH(QOPMAIIMOHHOM CUCTEMBI U UCXOJS U3 YIpo3 0€301aCHOCTH MEPCOHANBHBIX JIaHHBIX,
CTPYKTYpbl UH(POPMAIIMOHHOM CHCTEMBI, HATMYUS MEKCETEBOIO B3aUMOJEHCTBHS U PEKUMOB
00paboTKM NEPCOHAIBHBIX JAHHBIX C UCIOJIb30BAHUEM COOTBETCTBYIOIIMX METOJOB U CIOCOO0OB
3alUThl HHQOPMALIMK OT HECAHKLIMOHUPOBAHHOIO JIOCTYIA pean3yoTcs QyHKIUU YIIPaBICHUS
JOCTYIIOM, PETMCTPALMU U y4eTa, 00ecrieueH sl LIeIOCTHOCTH, aHAIN3a 3aIUIIEHHOCTH,
obecrnieueHus 0€30I1aCHOI0 MEXCETEBOI0 B3aUMOJICHCTBUS M OOHAPYKEHUSI BTOPKEHUI.
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MeTo1bl ¥ c1IOCOOBI 3aUIUThI MH(OPMAIUU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA,
obecrieunBarolye GyHKIUNA YIPABICHUS JOCTYIIOM, PETUCTPAIIMU U ydeTa, 00ecreueHus
LIEJIOCTHOCTH, aHAJIM3a 3alMIICHHOCTH, 00ecIIeYeHHs 0€30I1aCHOTO MEKCETESBOI0
B3aMMOJICHCTBUS B 3aBUCHMOCTH OT KJ1acca HH()OPMAITMOHHOM CUCTEMBI OTIPEIEISIOTCS
oneparopom (yImoJHOMOYEHHBIM JIUIIOM) B COOTBETCTBUH C MPUIJIOKCHUEM K HACTOSIIIEMY
ITonosxxenuto.

2.3. B uHbOpMallMOHHBIX CUCTEMaX, UMEIOLINX MOJIKIIOYEHHE K THPOPMALIMOHHO-
TEJIEKOMMYHUKALMOHHBIM CETSIM MEXIYHapOIHOTO HHPOPMAILIMOHHOTO 0OMeHa (CETsAM CBS3U
o011ero NoJab30BaHus), WK NPU PYHKIMOHUPOBAHUU KOTOPBIX MPEAYCMOTPEHO HCII0JIb30BAHUE
CbEMHBIX HOCUTEIIeH HH(POPMAIIUH, UCIIOJIb3YIOTCS CPEICTBA AaHTUBUPYCHOM 3aILIUTHI.

2.4. Ilpu B3auMoaeiicTBUM UH(MOPMALIMOHHBIX CUCTEM ¢ HH(OPMAaLMOHHO-
TEJIEKOMMYHUKALMOHHBIMU CETSIMU MEXIyHapOIHOTO HH(POPMALIMIOHHOTO 0OMeHa (CeTsIMU
CBSI3M OOILIETO I0JIb30BAHUA) HApAy ¢ METOJIaMU U crioco0aMu, YKa3aHHBIMU B ITyHKTE 2.1
HacTosiero [loyioxenrs, OCHOBHBIMM METO/IaMU U CLIOCO0aMU 3aluThl HH(OPMALIUU OT
HECaHKIMOHUPOBAHHOTO JIOCTYIIA ABJISIOTCS:

MEXCETEBOE IKPAaHUPOBAHUE C LIEJIbIO YIIPABJICHUS JOCTYIIOM, (PMIIBTPALIUU CETEBBIX TAKETOB U
TPAHCIISALUU CETEBBIX aJIPECOB JUISl CKPBITHUSI CTPYKTYpPbl HHPOPMAIIMOHHON CHCTEMBI;

0OHapy)XeHHE BTOP)KEHUM B MHPOPMAIIMOHHYIO CUCTEMY, HAPYIIAIOIIUX WIIA CO3/IAI0IINX
MPEANOCHIIKY K HApYIIEHHUIO YCTAHOBJIEHHBIX TPeOOBAHUM 10 00eceYeHHI0 0€301acCHOCTH
MEPCOHAJIBHBIX JAHHBIX;

aHaJIN3 3alllUIIICHHOCTH I/IH(i)OpMaHI/IOHHI)IX CHCTEM, npennonarafomm‘/i IIPUMCHCHUC
CHeIHaTIM3UPOBAHHBIX POTPAMMHBIX CPEJICTB (CKaHEPOB 0€30IaCHOCTH);

3amuTa UHPOPMAIIMH TPHU €€ TIepeaade Mo KaHajlaM CBSI3H;

HCI0JIb30BAHNE CMAPT-KAPT, IEKTPOHHBIX 3aMKOB U APYrUX HOCUTENIEH HHPOPMALIH [
HAJEeKHON MIEHTU(UKALNY U ayTeHTU(PUKALIMU T0JIb30BaTENEeH;

UCII0JIb30BAHNE CPEJICTB AHTUBUPYCHOM 3aILUTHI;

LEHTPAIU30BaHHOE YIIPaBJICHUE CUCTEMO 3aIIUThI IEPCOHATIBHBIX TAHHBIX HHPOPMALIUOHHOMN
CUCTEMBI.

2.5. llopkmroueHre HHPOPMALIMOHHBIX CUCTEM, 00pa0aThIBAIOIIUX IOCYAAPCTBEHHBIE
nH(OpPMaLMOHHBIE PECYPCHI, K HHPOPMAITHOHHO-TEJIEKOMMYHUKAIUOHHBIM CETSIM
MEXAYHApOIHOIO HH(OPMALIMOHHOTO 0OMEHA OCYIIECTBIIIETCS B COOTBETCTBUU C YKa30M
[Ipesunenta Poccuiickoit @enepanuu ot 17 mapra 2008 1. N 351 "O mepax 1o oGecrieueHuto
uHpopmanroHHoi 6e3omacHocT Poccuiickoit denepanuu npu UCMOJIb30BAHUN
MH(}OPMALIMOHHO-TEIIEKOMMYHUKAIIMOHHBIX CETEN MEXIyHapOIHOTO HHPOPMAIIMOHHOTO
obmena" (CoOpanue 3akoHonatenbcTBa Poccuiickoit @enepammu, 2008, N 12, ct. 1110; N 43,
cT. 4919).

2.6. Jlns oGecnieueHus: 6€30MaCHOCTH MEPCOHATIBHBIX JaHHBIX MPU HOIKIIOYEHUH
WH(GOPMAIIMOHHBIX CHCTEM K MH()OPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHBIM CETSIM
MEXAYHApOIHOIO HH(OPMALIMOHHOTO 0OMEHa (CETSM CBSI3U OOIIEro MOJIb30BaHUs) C IIEJIbIO
MOJTYy4YeHUS 00IIEeTOCTYITHON HH(POPMAIIUK TOMUMO METOJIOB U CITOCOOO0B, YKa3aHHBIX B ITyHKTaX
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2.1 u 2.4 nacrosimero [lonoxeHus, TPUMEHSIOTCS CIEAYIOIINE OCHOBHBIE METOBI U CITOCOOBI
3amuTHl KHPOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA:

¢bunbTpanus BXOIAMMX (MCXOAALIMX) CETEBBIX MMAKETOB M0 MpaBUiIaM, 3aJJaHHBIM OIIEPaTOPOM
(YNOJIHOMOUYEHHBIM JIULIOM);

HCpI/IOHI/I‘ICCKI/Iﬁ aHanu3 0e€30IMacHOCTH YCTAHOBJICHHBIX MCKCETCBBIX OKPAHOB HAa OCHOBC
HUMUTAllUU BHCIIHKWX aTakK Ha I/IH(i)OpMaHI/IOHHI)IG CHUCTCMBI,

aKTUBHBIN ayAUT 0€3011aCHOCTU UH(POPMAILIMOHHOM CHUCTEMBI Ha IPeIMET OOHApYKEHUs B
peXUMe peaNbHOrO0 BPEMEHN HECAaHKIIMOHUPOBAHHOM CETEBOM aKTUBHOCTH;

aHaJIW3 MPUHUMAEMON 110 UHPOPMAIIMOHHO-TEJIEKOMMYHUKAIMOHHBIM CETSIM MEKyHapOHOTO
nH(pOpPMaLMOHHOTO 0OMEHa (CeTsIM CBsI3U OOIIETro MMoJb30BaHus) HH(OPMALIUY, B TOM YHCIIE Ha
HaJIM4ue KOMIBIOTEPHBIX BUPYCOB.

Jliig peanu3anuy yKa3aHHBIX METOJIOB M CIIOCOOOB 3aIllUThl HHPOPMAIMK MOTYT IPUMEHSITHCS
MEXCETEBbIE IKpPaHbl, CUCTEMbI OOHAPY>KEHUSI BTOPKEHUI, CPEICTBA aHAIM3a 3aIIUIEHHOCTH,
CHelHaM3UPOBAaHHbIE KOMIUIEKCHI 3alIUTHI U aHAJIN3a 3alUIIEHHOCTH UH(OpPMAaLIUH.

2.7. lns oGecnieueHus: 6€30MacCHOCTH MEPCOHATIBHBIX JAHHBIX MPHU yJIAJIEHHOM JIOCTYIIE K
MH(OPMAaLIMOHHON CUCTEME Yepe3 HHPOPMALIMOHHO-TEIEKOMMYHUKAIUOHHYIO CETh
MEXyHApOHOTO HH(GOPMAITMOHHOTO OOMEHa (CETh CBA3M OOIIEro MOJIh30BaHUS) TOMUMO
METO/I0B U CIIOCO00B, YKa3aHHbIX B MyHKTax 2.1 u 2.4 Hacrosero [lonoxeHus, IpuMeHSIOTCS
CJIEYIOIE€ OCHOBHBIE METObI U CIOCOOBI 3aIlUThl UHPOPMAIIMU OT HECAHKIIMOHUPOBAHHOTO
JOCTyIa:

MIPOBEpPKA MOUTMHHOCTHU OTIPABUTEIS (YIATICHHOTO MOJIB30BATENs ) U IIEIOCTHOCTH
nepeaBaeMbIX 110 HHPOPMAIMOHHO-TEIIEKOMMYHHUKAIITHOHHON CETH MEKIYHAPOIHOTO
nH(OPMALIMOHHOTO 0OMEHa (CeTH CBSI3U 00ILEro M0JIb30BAHUS) JAHHBIX;

YIpaBJICHUEC OOCTYIIOM K 3allUITACMbIM IIEPCOHATIbHBIM JaHHBIM I/IH(l)OpMaHI/IOHHOI\/’I CEeTHU,
WCIIOJIb30BaHUE aTpuOyTOB 0€3011aCHOCTH.

2.8. Jlns oGecnieuenust 6€301MaCHOCTH NEPCOHATBHBIX JaHHBIX MPU MEKCETEBOM
B3aMMO/ICHCTBUH OTIEIBHBIX HH(POPMAITHOHHBIX CUCTEM Yepe3 HHPOPMAITMOHHO-
TEIIEKOMMYHHUKAITMOHHYIO CETh MEXTYHAPOIHOTO HH(POPMAITMOHHOTO 0OMEHa (CEeTh CBSI3U
0011ero NoJab30BaHus) IOMUMO METO/IOB U CIIOCOOO0B, YKa3aHHbBIX B MMyHKTax 2.1 u 2.4
HacTosiero [loyoxxenus, TpUMEHSIOTCS CIEAYIOIINE OCHOBHBIE METO/IbI U CIIOCOOBI 3aIUThI
nH(pOpMaLUK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA:

CO3/IaHUE KaHaJa CBA3M, 00ECIIEYMBAIOIIET0 3aILUTY IIepeiaBaeMoi HHPOpMaLUK;

OCYILIECTBJICHUE ayTeHTHU(PUKALIMU B3aUMOJEHCTBYIONIUX HH(OOPMAIIMOHHBIX CUCTEM U IIPOBEPKa
ITOJUIMHHOCTH IT0JIb30BATEJIEN U LIEJIOCTHOCTH NEPEaBAEMBbIX JIaHHBIX.

2.9. Jlns oGecnieueHus: 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPU MEXKCETEBOM
B3aMMOJICHICTBUN OTACIBbHBIX HH(POPMAIIMOHHBIX CUCTEM Pa3HBIX OTIEPATOPOB Uepe3
MH(POPMAITMOHHO-TEIEKOMMYHUKAIIMOHHYIO CETh MEXITYHAPOTHOTO HHPOPMALIMOHHOTO 0OMEHa
(ceTh CBs3M OOIIEro MOIH30BAHMUS) IOMUMO METOJIOB U CIIOCOOOB, YKa3aHHBIX B IyHKTax 2.1 u



6

2.4 nactosuiero Ilonoxenus, IpUMEHSIOTCS CIEIYIOIINE OCHOBHBIE METO/IbI U CIIOCOOBI 3aIIUThI
nH(pOpMaLUK OT HECAHKIIMOHUPOBAHHOTO JIOCTYMA!

CO3/IaHUE KaHaJa CBA3M, 00ECIIEYMBAIOILET0 3aIUTY IIepeiaBaeMoi HHPOpMaLUH;

ayTeHTU(UKaLMs B3aUMOJICHCTBYIOIIUX UHPOPMAIIMOHHBIX CUCTEM U IPOBEPKA MOITMHHOCTU
II0JIb30BATEIIEH U LIEJIOCTHOCTH MEPEIaBAEMBIX JAHHBIX;

obecrnieueHue Mpe10TBPALEHUs] BO3SMOKHOCTH OTPULIAHUS MOJIb30BaTeNeM (pakTa OTHpPaBKU
MEPCOHAIBHBIX JAHHBIX JIPYrOMY MOJIb30BATENIO;

obecrnieueHue Mpe0TBPALLEHUS] BO3SMOKHOCTH OTPULIAHUS OJIb30BaTeNIeM (haKkTa MoJTydeHUs
MEPCOHAIBHBIX JAHHBIX OT APYrOTO MOJIb30BATEIS.

2.10. O6meH nepcoHaNbHBIMU JaHHBIMU IIPU UX 00pabOTKe B MH(POPMAIIMOHHBIX CUCTEMAX
OCYILIECTBIISETCS 110 KaHaJaM CBSA3H, 3alllUTa KOTOPBIX 00€CIeYnBAETCS IyTEM pealu3aluu
COOTBETCTBYIOIIMX OPTaHU3ALIMOHHBIX MEp U (UJIM) MIPUMEHEHUSI TEXHUYECKUX CPE/ICTB.

2.11. loaxnrouernne nHOOPMAITMOHHOW CHCTEMBI K MH(POPMAIIMOHHON CUCTEME APYroro Kiacca
WU K HHPOPMaIIMOHHO-TEIEKOMMYHUKAITMOHHOM CETH MEXKTyHapOJHOTO HH(OPMAITMOHHOTO
oOMeHa (ceTH CBSI3U OOIIETO MOJB30BaHM) OCYIIECTBIISIETCS C UCTIOJIb30BAaHUEM MEKCETEBBIX
AKPaHOB.

2.12. [IporpammHoe o0ecrieueHre CpeaCTB 3alUIUThl HHOPMALUH, IPUMEHSIEMBIX B
nH(pOPMAaLMOHHBIX cucTeMax 1 Kiacca, IPOXOIUT KOHTPOJIb OTCYTCTBUSI HEJIEKIapUPOBAHHBIX
BO3MOYXHOCTEHN.

Heo06xommMOoCTh poBeieHUsT KOHTPOJISI OTCYTCTBHUS HEICKIAPHPOBAHHBIX BO3MOKHOCTEH
MIPOrPAMMHOTO OOECTICUCHUS CPEJICTB 3aTUTHl HHPOPMAITUH, IPUMEHSIEMBIX B
WH()OPMAIIMOHHBIX CHCTEMaX 2 M 3 KIIaCCOB, OMPEACISAETCS OrepaTopoM (yIOJTHOMOYECHHBIM
JTUTIOM).

2.13. B 3aBucumoctu ot ocodeHHocTel 00pabOTKU NePCOHAIBHBIX JAHHBIX U CTPYKTYpPBI
MH(OPMALIMOHHBIX CUCTEM MOTYT pa3paldaThIBaTbCs U MPUMEHSTHCS IPYTHe METO/IbI 3aIIUThI
MH(GOpPMALUY OT HECAHKLIMOHUPOBAHHOI'O I0CTYIA, 00ECIIEUYNBAIOIINE HEUTPATM3ALNIO YIPO3
0e30MacHOCTH NECPCOHAJIbHBIX JAaHHBIX.

I11. MeToabl 1 cnioco0bI 3alUTHI HHPOPMALMHE OT YTEYKH M0 TEXHMYECKUM KaHAJIaM

3.1. 3amura peueBoil HHPopMaIK U HHGOPMALIUHY, IPEJCTABIEHHOMN B BU1€ MH()OPMATHBHBIX
AIIEKTPUYECKUX CUTHAJIOB U (PU3NYECKUX OJIEH, OCYILIECTBIISIETCS B ClIydasix, Korja npu
OTpeJIeNIEHUH YIpo3 0€30MacHOCTH MEPCOHAIBHBIX TaHHBIX U (POPMUPOBAHUU MOJIEIH YTPO3
MPUMEHUTENHHO K UH(POPMAIIMOHHON cUcTeMe SIBISIFOTCS aKTyalbHBIMU YTPO3bl YTEUKU
aKyCTHUYECKOM peueBoil nH(popMaLuy, yrpo3bl YyTeUKH BUIOBON HHGOPMALIUU U YTPO3bl YTEUKU
nH(popMaLUY N0 KaHajlaM OOOYHBIX 3JIEKTPOMArHUTHBIX U3Iy4€HUN U HABOJIOK, ONIpE/IETICHHbIE
Ha OCHOBE METOJUYECKHX JTIOKYMEHTOB, YTBEPKJACHHBIX B COOTBETCTBUH C IIYHKTOM 2
nocranoBieHus [IpaBurenscrBa Poccuiickoit deneparuu ot 17 Hosi6pst 2007 r. N 781.

3.2. I UCKITFOYCHUS YTEUKU NMEPCOHATBHBIX JAHHBIX 32 CUET MOOOYHBIX AJIEKTPOMArHUTHBIX
M3JIYYCHHUI U HaBOJOK B MH(MOPMAIIMOHHBIX CUCTEMaX | Kilacca MOTYT IPUMEHSATHCS
CJIEYIOIIHE METO/IbI U CIIOCOOBI 3aLUTHI HH(OPMALUU:
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HCIIOJIb30BAHNEC TCXHUYCCKUX CPCACTB B 3allIUIICHHOM HMCIIOJIHCHUH,

WCIIOJIb30BAHNUE CPEJICTB 3aIUTH HHGOPMAIMH, MPOIISANINX B YCTAHOBICHHOM TTOPSIIKE
MIPOLEAYPY OLIEHKU COOTBETCTBHUS;

pasMEIICHUE 00BEKTOB 3aI0UTBI B COOTBCTCTBHHU C IPEANNMCAHUEM Ha SKCILTyaTaluio,

pa3MelieHre MOHMKAIOIUX TPAaHCPOPMATOPHBIX MOACTAHIIMM ANEKTPOIUTAHUS U KOHTYPOB
3a3eMJICHUS TEXHUYECKUX CPEJCTB B MpeJiesiaX 0XpaHsIeMOil TEppUTOpUN;

o0ecrnieueHne pa3Bs3KU LENel 2JeKTPONUTaHUS TEXHUUECKUX CPEACTB C MIOMOIIBIO 3aIIUTHBIX
¢uIbTPOB, OJOKUPYIOIIUX (T10JABIISIIOIINX) HHPOPMATUBHBINA CUTHAI;

o0ecreueHne MEKTPOMArHUTHOM pa3BsI3KU MEXAY JIMHUAMU CBS3H U JPYTUMHU LEMSMU
BCIIOMOTATENIbHBIX TEXHUYECKUX CPEACTB U CUCTEM, BHIXOIAIIMMH 3a MPEAeIbl OXpaHsIeMOM
TEPPUTOPUHU, U UHPOPMAILIMOHHBIMU LIENISIMHU, 10 KOTOPBIM HUPKYIUPYET 3alluIaeMas
uHpopmanus.

3.3. B unpopmManmoHHbIX cucTemMax 2 kjacca a1 00paboTKu HHPOPMAIUK HCTIOIb3YIOTCS
CPEICTBA BBIUMCIUTEILHOW TEXHUKH, YIOBIETBOPSIOLINE TPEOOBAHUAM HALlMOHATIBHBIX
CTaH/IapPTOB M0 3JIEKTPOMAarHUTHONH COBMECTUMOCTH, MO0 O€30IIaCHOCTH U 3PTOHOMUYECKUM
TpeOOBaHUSAM K CPEICTBAM OTOOpaKeHUsI HH(POPMAIIUH, [0 CAHUTAPHBIM HOpMaM,
MPEIbABISEMBIM K BUICOAUCIIIICHTHBIM TEPMUHAJIAM CPEACTB BHIYMCIUTEIBHON TEXHUKU.

3.4. Ilpu npuMeHeHnu B UHPOPMAIMOHHBIX cUCTeMaX (YHKIMU TOJI0COBOrO BBOJIA
MEPCOHAIBHBIX JaHHBIX B MHPOPMALIMOHHYIO CUCTEMY WM (DYHKIIUU BOCIPOU3BEICHUS
nH(pOpMaLlUK aKyCTUYECKUMHU CpeIcTBaMU MH(OPMALIMOHHBIX CUCTEM AJIsi MH(OPMaLMOHHON
cucTeMbl | Kilacca peanu3yroTcs METObl U CIIOCOOBI 3aIUThI aKyCTUYECKOH (peueBoil)
uH(popMaLnH.

MeTtomp! 1 crtoCOOBI 3aIUTHI AKYCTUYECKON (PEUEeBOM ) MH(POPMALINU 3aKITIOYAIOTCS B
peanu3anuy OPraHu3alMOHHBIX U TEXHHUYECKUX MEp sl 00eCIeYeHUs 3BYKOU3OJISIIUN
OTPAXIAONINX KOHCTPYKIIUN MMOMEIIEHUM, B KOTOPBIX PACIIOIOKeHa HHPOPMAIIMOHHAS
CHUCTEMA, X CUCTEM BEHTUJISIIMU U KOHIUIIMOHUPOBAHUS, HE TIO3BOJISIOIIECH BECTH
MPOCIIYIIMBAHNE aKyCTHYECKOH (peueBoii) MH(OpMAIIUK ITPH TOJI0COBOM BBO/IE TIEPCOHATBHBIX
JTAHHBIX B HTHPOPMAIIMOHHON CUCTEME MIIM BOCTIPOU3BEACHUHN HH(POPMAIIIH aKyCTHUYECKIMHU
CpeICTBaMH.

BenmunHa 3ByKOM30JISAIIUN OTIPEACIISIETCST OTIEPATOPOM UCXOMS U3 XapaKTEPUCTUK MTOMEIICHHUS,
€ro pacroJIoKeHUsl U 0COOEHHOCTEN 00pabOTKHU MEPCOHATIBHBIX TaHHBIX B HH(OPMAMOHHON
CHCTEME.

3.5. Pa3mernienue ycTpoicTB BbIBOAA HH(OPMALIUK CPEICTB BHIUUCIUTEILHON TEXHUKH,
HMH(OPMaLIMOHHO-BBIYHCIUTENbHBIX KOMIUIEKCOB, TEXHUYECKHX CPEJICTB 00padoTKU
rpaduueckoil, Buieo- 1 OyKBeHHO-IIU(PPOBON HHPOPMAIMH, BXOAAIIUX B COCTAB
MH(OPMALIMOHHON CUCTEMBI, B IOMELIEHHSX, B KOTOPBIX OHU YCTAHOBJIEHBI, OCYIIIECTBIIAETCS
TakuM 00pazoM, 4ToObl ObLIa UCKIOYEHA BO3MOKHOCTh IPOCMOTpPA MOCTOPOHHUMH JIUIIAMH
TEKCTOBOH U rpaduueckoil BUAOBOI HHPOPMAILIMH, COJIEpKalel TepCOHaIbHbIE JaHHbIE.

Tlpunoxenue x [1oa0KeEHUTIO
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MCTO)IBI U CIIOCOOBI 3alIUThI I/IH(i)OpMaHI/II/I OT HCCAHKIIUOHHUPOBAHHOI'0 JOCTYIIa B 3aBUCUMOCTHU
OT KJ1acca HHGOPMAITMOHHON CHCTEMBI

1. MeToibl ¥ criocoOBbI 3aTUTHI HH(GOPMAUU OT HECAHKIIMOHUPOBAHHOT'O JJOCTYIA JJIs
obecrnieueHus 0€301aCHOCTHU MEPCOHANIBHBIX JAHHBIX B HH()OPMALIMOHHBIX cUcTeMax 4 Kiacca u
11€JIECO00Pa3HOCTD X IIPUMEHEHHUS ONIPEEIIAIOTCS ONepaTopoM (YIOJTHOMOUYEHHBIM JIULIOM).

2. Metoibl 1 crtocoObl 3auThl HHGOPMALUK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA,
oOecnieunBaroniye PyHKIUU yIpaBIeHUs JOCTYIIOM, PETUCTPALIUU U yUeTa, 00ecredeHUsI
L[EJIOCTHOCTH U 0€30M1aCHOT0 MEKCETEBOr0 B3aUMOICHCTBUS /U1 HH(POPMALIMOHHBIX CUCTEM 3
KJ1acca.

2.1. st nHGOPMAIIMOHHBIX CUCTEM 3 KJlacca MPH OTHOTIOJIB30BATEILCKOM PEKUME 00padOTKH
MEPCOHANBHBIX JTAHHBIX MPUMEHSIOTCS CIICIYIOIINE OCHOBHBIE METOJIBI M CIIOCOOBI 3aIIUTHI
uH(popMaLnu:

a) ympaBJeHHUE JOCTYIIOM:

UACHTU(PUKALMIS U IPOBEPKA MOJIMHHOCTH I0JIb30BATENS MPU BXOJIE B CUCTEMY
MH(OPMALIMOHHON CUCTEMBI I10 MAPOJII0 YCIOBHO-IIOCTOSIHHOTO JEHCTBUS AJTMHON HE MEHee
niecTu OyKBEHHO-LIU(POBBIX CHMBOJIOB;

0) peructpauus U y4er:

perucTpanus BXxo/1a (BbIX0/a) Mojab30BaTelis B CHCTEMY (M3 CUCTEMBI) JIMOO perucTparus
3arpy3Kd U MHUITHAIH3AIIMN OTIEPAIIMOHHON CUCTEMBI M €€ IPOTPAMMHOTO OCTAaHOBA.
Perucrpanus BeIxo/1a U3 CHCTEMBI UM OCTAHOBA HE MPOBOJIUTCS B MOMEHTHI alllapaTypHOTO
OTKJTIIOUEHUST HH(POPMAITMOHHOM CHUCTEMBI. B mapaMeTpax perucTpanuu yka3pIBaloTCs 1aTa U
BpeMsl BXO/1a (BBIX0/1a) MOJIK30BATENSI B CUCTEMY (M3 CHCTEMBI) WM 3arpy3Ku (OCTaHOBA)
CUCTEMBI;

YUCT BCEX 3alIUITaCMBbIX HOCHTEICH HHq)OpMaHHH C MIOMOIIBIO NX MAPKUPOBKHU U 3aHCCCHHUC
YUCTHBIX JAHHBIX B )XYpPHaJI y4€Ta,

B) 00€CTICUCHHE TIEIOCTHOCTH:

o0ecrneyeHne HeI0CTHOCTH TPOrPaMMHBIX CPEJCTB CUCTEMBI 3aIlIUThI IEPCOHANIBHBIX JIaHHBIX,
oOpabaTeiBaeMOi HH(OPMALIUHY, a TAK)KE HEU3MEHHOCTh POrpaMMHOM cpefbl. [Ipu aTom
LETIOCTHOCTH MPOTPAMMHBIX CPEJCTB IIPOBEPSETCS NIPU 3arPy3Ke CHCTEMBI 110 HAJTMYHUIO UMEH
(uneHTu(UKaTOpOB) KOMIIOHEHTOB CUCTEMBI 3aIIUTHI IEPCOHATIBHBIX IAHHBIX, IIEJIOCTHOCTh
IIPOrpaMMHOM cpefibl 00ecreurBaeTCsi OTCYTCTBUEM B MHPOPMALIMOHHOM cHCTEME CPEJICTB
pa3paboTKU U OTJIAAKH POrpamm;

¢duznueckas oxpaHa UHPOPMAILIMOHHON cUCTEMBI (TEXHUUECKUX CPEJCTB U HOCUTENEH
uH(popmalun), IpeaycMaTpuBaolias KOHTPOJIb I0CTyNa B MOMEUIeHHUsI HH(POPMaIlMOHHOM
CUCTEMbI IOCTOPOHHUX JIMII, HAJTHMYME HAIEKHBIX MPENATCTBUHN I HECAHKIIMOHUPOBAHHOTO
IIPOHUKHOBEHHUS B ITOMEIeHUsI UHPOPMALIMOHHON CUCTEMBbI M XpaHUJIHILE HOCUTEIeH
uHpopmanuy;

MEPUOIUUYECKOE TECTUPOBAHNE (PYHKLNN CUCTEMBI 3alUThI IEPCOHANBHBIX JaHHBIX MPU
M3MEHEHHUHU ITPOrpaMMHOM cpesibl ¥ MoJb30BaTesiell HHPOPMAIMOHHON CUCTEMBI C ITIOMOIIBIO
TECT-IIPOTpaMM, UMHUTHPYIOIIMX ITOIBITKA HECAHKIITMOHUPOBAHHOIO TOCTYIIA;
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HaJIMYue CPEJCTB BOCCTAHOBIICHUS CUCTEMbI 3aIUTHI IEPCOHATbHBIX JaHHBIX,
[IpelyCMaTpUBAIOLIMX BE/IEHUE ABYX KOMHI MPOrpaMMHBIX KOMIIOHEHTOB CPEJICTB 3aLUThI
uH(pOpMAaLMHY, UX IIEPHOJUUECKOE OOHOBICHHE U KOHTPOJIb PA00OTOCIIOCOOHOCTH.

2.2. JIns nHGOPMAIIMOHHBIX CUCTEM

3 KJacca Ipy MHOTOTIOJIE30BATEIHLCKOM PeKHMeE 00paOOTKH TIEPCOHANBHBIX TaHHBIX U PABHBIX
mpaBax AOCTYyIla K HUM MOJIb30BaTeNeH MMPUMCHSAIOTCA CIACAYIOMHUE OCHOBHBIC MCTOAbI U
Cr0Cco0ObI 3aTUTHl HHPOPMALUU:

a) ympaBJeHHUE JOCTYIIOM:

UJEHTUPUKAIUS U IPOBEPKA MOUIMHHOCTHU I0JIb30BATENs IPU BXOJIE B CUCTEMY I10
uaeHTUPUKATOpy (KOAY) U MapOJI0 YCIOBHO-NOCTOSHHOTO JEHCTBUS AJIMHONW HE MEHEe LIECTH
OYKBEHHO-IIU(POBBIX CHMBOJIOB;

0) peructpauus U y4er:

peructpaius Bxoaa (BbIX0/a) MOJIb30BATENs B CUCTEMY (M3 CUCTEMBI) JIMOO perucrpaus
3arpy3kd 1 MHULMAJIU3AUH ONEpallMOHHONW CHCTEMBI U €€ MPOrpaMMHOI0 OCTaHOBA.
Peructparnus BbIxoAa U3 CUCTEMBI WM OCTAHOBA HE IPOBOAUTCS B MOMEHTHI allllapaTypHOTo
OTKJIFOUEHUs MH(OPMALIMOHHON CUCTEMBI. B mapameTpax perucrpanuu yka3blBaloTcs JaTa v
BpeMsi BX0/J1a (BbIX0/[a) [0JIb30BATENS B CUCTEMY (U3 CUCTEMBI) WM 3arpy3Ku (OCTaHOBA)
CUCTEMBI, pe3yJIbTaT MOMBITKY BX0/1a (YCIEIIHas WK HEeyCIIelIHas );

YUCT BCEX 3alIUITaCMbIX HOCHTEICH I/IH(l)OpMaHI/II/I C MIOMOIIBIO NX MAPKUPOBKHU U 3aHCCCHHUC
YUCTHBIX JAHHBIX B XYpPHAaJI y4€Ta,

B) 00€CTICUECHHE TIEIOCTHOCTH:

obecreyeHne HEeI0CTHOCTU TPOrPaMMHBIX CPEJCTB CUCTEMBI 3aIUThI TIEPCOHANBHBIX JIaHHBIX,
oOpabaTeiBaeMO HH(OPMALINH, a TAK)KE HEU3MEHHOCTh POrpaMMHOM cpefbl. [Ipu aTom
L[EJI0CTHOCTb MTPOIPAMMHBIX CPEJICTB IPOBEPSAETCS MPH 3arpy3Ke CUCTEMBI 10 HATMYUIO UMEH
(MneHTu(UKaTOpoB) KOMIOHEHTOB CUCTEMBI 3aIIUThI IEPCOHATIBHBIX IAHHBIX, a IEIOCTHOCTD
IIPOrpaMMHOM cpefibl 00ecreurBaeTCsi OTCYTCTBUEM B MH(POPMALIMOHHOM CHCTEME CPEJICTB
pa3paboTKy U OTJIAJKH MPOrpamMM BO BpeMsi 00pabOTKH U (MiIHM) XpaHEHUS 3allUIaeMoi
uHpopmanuy;

¢buznueckas oxpaHa UH(POPMAILIMOHHON cucTeMbl (YCTPONUCTB U HOcUTENeH nHdopmanun),
IIpelycMaTpUBaoLas KOHTPOJIb JOCTYIA B IOMEIIEHNS HH(POPMALIMOHHON CUCTEMBI
MIOCTOPOHHUX JIUL, HATMYKME HAJEKHBIX MPEMSITCTBUN 11 HECAHKLIHOHUPOBAHHOTO
IIPOHUKHOBEHHUS B ITOMEIEHUSI THPOPMAIMOHHOMN CUCTEMBI U XpaHWIMILE HOCUTEIEH
uHpopmanuy;

MEePUOIUUYECKOE TECTUPOBAHUE (PYHKLINN CUCTEMBI 3aLUThI IEPCOHANIbHBIX JAaHHBIX ITPU
M3MEHEHHUHU ITPOrpaMMHOM cpesibl M MoJb30BaTesiell HHPOPMAIMOHHON CUCTEMBI C ITIOMOIIBIO
TECT-IIPOTrpaMM, UMHATHPYIOIIMX ITOIBITKA HECAHKITMOHUPOBAHHOIO JTOCTYIIA;

HaJIMYue CPEJCTB BOCCTAHOBJICHUSI CUCTEMBI 3allIUThI IE€PCOHATBHBIX JTaHHBIX,
[IpelyCMaTPUBAIOLIUX BEJICHUE JABYX KOMUM MPOrpaMMHBIX KOMIIOHEHTOB CPEJICTB 3aIUThI
uH(pOpMaLMHY, UX IIEPUOJUUECKOE OOHOBICHHE U KOHTPOJIb PA00OTOCIIOCOOHOCTH.
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2.3. st nHGOPMAIIMOHHBIX CUCTEM

3 KJ1acca mpu MHOTOIIOJTB30BATEIBCKOM PEKUME 00padOTKU MEPCOHATBHBIX JAHHBIX M Pa3HBIX
mpaBax AOCTYyIla K HUM HOJIb30BaTeNeH MMPUMCHSAIOTCA CIACAYIOMHUE OCHOBHBIC MCTOAbI U
Cr0Cco0ObI 3aTUTHl HHPOPMALUU:

a) ympaBJeHHUE JOCTYIIOM:

UICHTUPUKAIMS U IPOBEPKa MOJIMHHOCTHU OJIb30BATENS IIPU BXOJE B CUCTEMY IO MAPOJIIO
YCIIOBHO-TIOCTOSIHHOTO IEUCTBUS JUIMHON HE MEHEe IIeCTH OYKBEHHO-IIU(PPOBBIX CUMBOJIOB;

0) peructpauus U y4er:

peructpaius BxoAa (BbIX0/a) MOJIb30BATENS B CUCTEMY (M3 CUCTEMBI) JIMOO perucrpaus
3arpy3K 1 MHULHAJIU3aUHU ONlEpallMOHHONW CHCTEMBI U €€ MPOrPaMMHOI'0 OCTaHOBA.
Peructpanus BbIxoAa U3 CUCTEMBI WM OCTAHOBA HE IPOBOAUTCS B MOMEHTHI allllapaTypHOTo
OTKJIFOUEHUs MH(OPMALIMOHHON CUCTEMBI. B mapameTpax perucrpanuu yka3blBaloTcs JaTa v
BpeMsl BX0/1a (BBIXO/1a) MOJIB30BATENS B CUCTEMY (M3 CUCTEMBI) HIIH 3arpy3Ku (OCTaHOBA)
CUCTEMBbI, pe3yJIbTaT MOMBITKY BX0/1a (yCIeLIHas WK HeycleuHas ), uieHTuGuKaTop (Koa nin
(dbamuMs) MoJb30BaTeNsl, NPEAbSIBICHHBIN PU MONBITKE 10CTYIA;

y4eT BCeX 3allMIIAeMbIX HOCUTENEeH HH(POPMALIMK C TOMOIIbIO X MAPKUPOBKH U 3aHECEHUE
YUETHBIX JaHHBIX B KypHaJ yueTa ¢ OTMETKOM 00 UX Bbljaye (pueme);

B) 00€CTICUECHHE TIEIOCTHOCTH:

o0ecrneyeHne HeI0CTHOCTH TPOrPaMMHBIX CPEJCTB CUCTEMBI 3aIlIUThI IEPCOHANIBHBIX JIaHHBIX,
oOpabaTeiBaeMO HH(OPMALINHY, a TAK)KE HEU3MEHHOCTh POrpaMMHOM cpefbl. [Ipu aTom
L[EJIOCTHOCTb MTPOIPAMMHBIX CPEJICTB IIPOBEPSIETCS MPH 3arpy3Ke CUCTEMbI IO KOHTPOJIbHBIM
CyMMaM KOMITIOHEHTOB CPEJICTB 3alIUThl HH(OPMAIUH, a LIEJIOCTHOCTh IPOrPAaMMHOM Cpebl
o0ecreunBaeTcs UCIOJIb30BAaHUEM TPAHCIISATOPOB C SA3BIKOB BHICOKOTO YPOBHS U OTCYTCTBHEM
cpeacTB MoauduKali 00bEKTHOTO KOJa IIPOrpaMM B Ipolecce 00padoTku U (W) XpaHEHUs
3aluuaeMon nHpopMaIuy;

¢uznueckas oxpaHa UH(QOPMAIIMIOHHON cucTeMbl (YCTPONUCTB U HOcUTENeH nHdopmanun),
IIpelycMaTpUBaroLas KOHTPOJIb JOCTYIA B IOMEIIEHNS HH(POPMALIMOHHOW CUCTEMBI
MIOCTOPOHHUX JIUL, HAIMYKME HAJEKHBIX MPEMSITCTBUN 11 HECAaHKLIIMOHUPOBAHHOIO
IIPOHUKHOBEHHUS B ITOMEIEHUSI THPOPMAIMOHHOMN CUCTEMBI U XpaHWIMILE HOCUTEIEH
uHpopmanuy;

MEPUOIUUYECKOE TECTUPOBAHNE (PYHKLNN CUCTEMBI 3alUThI IEPCOHANBHBIX JaHHBIX MPU
M3MEHEHHUHU ITPOrpaMMHOM cpesibl M MoJb30BaTesiell HHPOPMAIMOHHON CUCTEMBI C ITIOMOIIBIO
TECT-IIPOTrpaMM, UMHATHPYIOIIMX ITOIBITKA HECAHKITMOHUPOBAHHOIO JTOCTYIIA;

HaJIM4Yue CPEJCTB BOCCTAHOBJICHUSI CUCTEMBI 3alLIUThI IE€PCOHATBHBIX JTaHHBIX,
IIpelyCMaTPUBAIOIIMX BEIEHUE ABYX KOMHI MPOrpaMMHBIX KOMIIOHEHT CPEJICTB 3alllUThI
UH(GOpMAaLUHY, UX IEPHOJUUECKOE OOHOBICHUE U KOHTPOJIb PabOTOCIOCOOHOCTH.

2.4. bezonacHO€ MEXCETEBOE B3aUMOJIeHCTBHE sl UHPOPMAIIMOHHBIX CUCTEM

3 xiracca IIpH UX IMOAKIIOYCHUHN K CETAM MCXKAYHAPOJIHOTO I/IH(l)OpMaIII/IOHHOFO O6MCHa, a TaKXKe
I paclpCaCIICHHBIX I/IH(i)OpMaHI/IOHHI)IX cHcTeM 3 Kitacca IIpH UX pasacJICHUA Ha IMOACUCTEMBI
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AOCTUTAaCTCA ITYTEM ITPUMCEHCHUSA CPCACTB MCKCETCBOI'O0 SKPAHUPOBAHUA (MC)KCCTCBBIX
9KpaHOB), KOTOpPbIE 00ECIeYNBAIOT:

(GWIBTpaLUIO HA CETEBOM YPOBHE JJISl KAXKJIOTO CETEBOI0 IAKEeTa HE3aBUCUMO (PELICHHE O
¢buIbTpauy NPUHUMAETCS HA OCHOBE CETEBBIX aJpECcOB OTIIPABUTENS U MOJIydaTesst Ui Ha
OCHOBE JIPYTUX SKBUBAJICHTHBIX aTpUOYTOB);

UJEHTU(DUKAIIMIO U ayTeHTU(UKAIIUIO aIMIHUCTPATOPA MEKCETEBOTO IKpaHa MPH €ro
JIOKAJIBHBIX 3aIpOCcax Ha JOCTYII 10 UeHTU(PHUKATOPY (KOIY) M TApOII0 YCIOBHO-TIOCTOSIHHOTO
JICUCTBHS,

perucTpanuio Bxoaa (BpIX0/1a) a/IMUHUCTPATOPA MEKCETEBOTO IKpaHa B CUCTEMY (U3 CUCTEMBI)
00 3arpy3Kd U MHUITMATN3AIUNA CUCTEMBI U €€ TIPOrPaMMHOTO OCTaHOBA (PErUCTpalnsl BHIX0/1a
W3 CUCTEMBI HE MPOBOJAUTCS B MOMEHTHI aIllapaTypHOTO OTKIFOUEHUS MEKCETEBOTO dKPaHa);

KOHTPOJIb LIEIOCTHOCTH CBOEH MPOrpaMMHOM U HHPOPMALITMOHHOM YacTH;

(bl/IJ'IBTpaIII/IIO IIaKE€TOB CJ'Iy>K€6HI)IX ITPOTOKOJIOB, CIIYXKAIIUX JI1 JUAarHOCTUKU U YITPABJICHHUA
paboToil ceTeBbIX YCTPOUCTB;

BOCCTaHOBJICHHUE CBOMCTB MEKCETEBOT'O 9KpaHa I1ocJie c0OEB U OTKAa30B O6OPYI[0BaHI/I$I;

periaMeHTHOE TECTUPOBaHUE peasin3aliy paBuil GUIbTpaLuu, Mpoliecca UACHTUPUKALUU U
ayTeHTU(UKalUU aAMUHUCTPATOpa MEKCETEBOr0 3KpaHa, Mpoliecca perucTpanuu JeicTBuil
aIMMHHCTPATOPa MEKCETEBOr0 SKPaHa, MIPOLecca KOHTPOIIS 3a LEJIOCTHOCTBIO IIPOTPaMMHOU 1
MH(OPMaLIMOHHON YacTH, IPOLEAYPbl BOCCTAHOBJICHHUS.

MesxceTeBble 3KpaHbl, KOTOPbIE 00ECTIEYNBAIOT BHINOJHEHHE YKa3aHHBIX BbIlIe (QYHKIUH,
MIPUMEHSIOTCS B paclipe/ieIeHHbIX UH(POPMAIIMOHHBIX cucTeMax 2 U 1 KJIaccoB MpH UX
pa3ferIeHUN Ha OT/AEIbHbIE YacTH.

[Ipu paznenennu nHGOPMALMOHHON CUCTEMBI IIPU MOMOIIIM MEKCETEBBIX IKPaHOB Ha
OT/IeIbHBIE YaCTU CUCTEMBI ISl YKa3aHHbBIX YaCTEH CUCTEMbI MOKET YCTaHABIUBAThHCS OoJiee
HU3KHUH Ki1acc, 4eM JUIsl HH(QOPMAallMOHHONW CUCTEMBI B LIEJIOM.

3. MeTobl ¥ ciocoObl 3aUThl UHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA,
obOecnieunBaroniye PyHKIUU yIpaBICHUs JOCTYIIOM, PETUCTPALIMU U YUeTa, 00ecredeH s
LIEJIOCTHOCTH U 0€30M1aCHOTO MEKCETEBOr0 B3aUMOIEUCTBUS ISl HH(POPMAILIMOHHBIX CUCTEM 2
KJacca.

3.1. lna uHpOPMAITMOHHBIX CHUCTEM

2 KJacca nIpy OJHOIOJIB30BATEIBCKOM PeXUME 00pabOTKU MEPCOHATBHBIX JaHHBIX
MIPUMEHSIOTCS] BCE METO/IbI ¥ CIIOCOOBI 3aIIUThI UH(POPMAIIMK OT HECAHKIIMOHUPOBAHHOTO
JI0CTYIIa, COOTBETCTBYIOIINE NH(OPMALIMOHHBIM CUCTEMaM 3 Kjacca Mpu
OJIHOTIOJIB30BATEIbCKOM PEXHUME 00pabOTKH.

3.2. lnsa uH(pOPMAIMOHHBIX CUCTEM

2 KJacca Ipu MHOTOIIOJIb30BATEIBCKOM pEXUME 00pabOTKU MEPCOHANBHBIX JaHHBIX U PABHBIX
mpaBax AOCTYyIla K HUM OJIb30BaTeNeH IMPUMCHAIOTCA BCEC METOAbI U CHoCcOObI 3alIuThI
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nH(pOpMaLUK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA, COOTBETCTBYIOIINE HHPOPMAIIMOHHBIM
cucTeMaM 3 Kjacca [Py MHOTOII0JIb30BATEIbCKOM PEXXUME 00paOOTKH MEPCOHATBHBIX JaHHBIX U
PaBHBIX IpaBax JOCTYIAa K HUM I0JIb30BaTENEH.

3.3. Jlnsa uHpOPMAIMOHHBIX CUCTEM

2 KJacca Ipu MHOTOIOJIb30BATEIBCKOM PEXXUME 00pabOTKU MEPCOHANBHBIX JaHHBIX U Pa3HbIX
IpaBax J0CTyIa K HUM I10JIb30BaTeNeH peanu3ytoTcs BCE METObI U CIIOCOOBI 3alllUThI
I/IH(bOpMaIII/II/I OT HCCAaHKIIUOHHUPOBAHHOI'O JOCTYIIda, COOTBETCTBYIOIIHE I/IH(l)OpMaIII/IOHHBIM
cucTeMaM 3 Kjacca [Py MHOTOII0JIb30BATEIbCKOM PEXXUME 00paOOTKH NMEPCOHATBHBIX JaHHBIX U
pa3HbIX IIpaBax AOCTyIa K HUM I10JIb30BaTeei.

3.4. bezonacHoe MexceTeBoe B3auMoAeCcTBUE U1 MH(DOPMALIMOHHBIX CUCTEM

2 KJacca nIpy UX MOJKIOYEHUU K CETAM MEXAyHApOAHOI0 HH(OPMALIMOHHOTO 0OMEeHa
JOCTUTACTCA HYTGM HpI/IMeHeHI/ISI CpGI[CTB MCIKCETCBOTO BKpaHI/IpOBaHI/Ifl, KOTOpBIC
o0ecreunBaroT:

(GWIBTPALUIO HA CETEBOM YPOBHE HE3aBHCUMO JUI KaX10T0 CETEBOrO MakeTa (peLeHue o
¢buIbTpauy NPUHUMAETCS HA OCHOBE CETEBBIX aJJpEeCOB OTIIPABUTENIS U NOJyJaTess Wi Ha
OCHOBE JIPYTUX dKBUBAJICHTHBIX aTpUOYTOB);

(bl/IJ'IBTpaIII/IIO IIaKE€TOB CJ'Iy>K€6HI)IX ITPOTOKOJIOB, CIIYXKAIIUX JI1 JUAarHOCTUKU U YITPABJICHHUA
paboToil ceTeBbIX YCTPOUCTB;

(GUIbTPALUIO C YIETOM BXOJIHOTO M BBIXOJHOTO CETEBOro MHTEpQeiica Kak CpelICTBA IPOBEPKU
ITOJUIMHHOCTH CETEBBIX AJIPECOB;

(UIBTpAIUIO ¢ YUETOM JIIOOBIX 3HAUUMBIX TIOJIEH CETEBBIX MMAKETOB;

perucTpanuio 1 yuer GuibTpyeMbIX MaKeTOB (B MapaMeTpbl PETUCTPALIUY BKIIFOUAIOTCS a/Ipec,
BpeMsi U pe3ysbTaT GuiIbTpalun);

UJEHTU(DUKAIIMIO U ayTeHTU(UKAIIUIO aIMIHUCTPATOPA MEKCETEBOTO IKpaHa MPH €ro
JIOKAJIBHBIX 3aIpOCcax Ha JOCTYII 10 ueHTU(PHUKATOPY (KOAY) B apOI0 YCIOBHO-TIOCTOSIHHOTO
JICHCTBHS,

perucTpainuio Bxoaa (BbIX0/1a) aIMUHUCTPATOPA MEKCETEBOTO IKpaHa B CUCTEMY (U3 CUCTEMBI)
100 3arpy3Ky U MHULUAIU3AIMHA CUCTEMBI U €€ MPOrpaMMHOI0 OCTaHOBA (PEerucTpanus BbIXo1a
U3 CUCTEMBI HE IPOBOAMUTCS B MOMEHTHI allllapaTypHOTO OTKIIIOYEHHS MEKCETEBOI0 SKpaHa);
perucTpalmio 3amycka nporpamMmm M npoueccoB (3a1aHuid, 3a1a4);

KOHTPOJIb LIEIOCTHOCTH CBOEH POrpaMMHOM U MHPOPMALIMOHHON YacTu;

BOCCTaHOBJIEHUE CBOMCTB MEXCETEBOI'0 FKpaHa 1ociie cO0eB U 0TKa30B 000pyJO0BaHMUS;
perjaMeHTHOE TECTUPOBAaHUE peasln3aliy MpaBuil GUIbTpaluy, IpoLecca perucTpanmH,
nporuecca UASHTU(GUKALUY U ayTeHTU(PUKAUU aIMUHICTPATOPa MEKCETEBOTO SKpaHa,

IpoLecca perucTpaluuu AeUCcTBUN aAMUHUCTPATOPa MEKCETEBOT0 3KpaHa, Mpoliecca KOHTPOJIs
3a MEJIOCTHOCTBIO MPOTPaMMHON ¥ MH(GOPMAITMOHHON YaCTH, IPOLIETyPhl BOCCTAHOBJICHHS.



13

4. Metoibl 1 cr1oco0bI 3alUThl HHGOPMALUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA,
oOecnieunBaroniye PyHKIUU yIpaBiIeHUs TOCTYIIOM, PETUCTPALMU U y4eTa, 0OecrieueHHs
L[EJIOCTHOCTH 1 0€30M1aCHOT0 MEKCETEBOr0 B3aUMOJICHCTBUS 1)1 MH(DOPMALIMOHHBIX cucTeM 1
KJacca.

4.1. 1nst nuHGOPMAIIMOHHBIX CUCTEM

1 xi1acca mpu 0HONOJIB30BATENBCKOM PEXKUME 00pabOTKU MEPCOHATBHBIX JaHHBIX
MPUMCHAIOTCA CICAYIOINNE OCHOBHBIC METOAbI U CII0COOBI 3alIUThI I/IH(i)OpMaIII/II/II

a) ympaBJeHHUE JOCTYIIOM:

UACHTU(PUKAIMS U IPOBEPKaA MOJIMHHOCTH I0JIb30BATENS PU BXOJIE B CUCTEMY 110 HapOJIIO
YCIIOBHO-TIOCTOSIHHOTO IEUCTBUS JUIMHON HE MEHEe IIeCTH OYKBEHHO-IIU(PPOBBIX CUMBOJIOB;

0) peructpauus U y4er:

peructpaiius Bxoaa (BbIX0/1a) MOJb30BaTENsl B CUCTEMY (M3 CUCTEMBI), JINOO PerucTpanus
3arpy3kKd 1 MHULIMAJIU3aUU ONEPallMOHHOM CUCTEMBI U €€ MPOrpaMMHOI0 OCTaHOBA.
Peructpanus BbIxoAa U3 CUCTEMBI WM OCTAHOBA HE IPOBOAUTCS B MOMEHTHI allllapaTypHOTo
OTKJIFOUEHUS MH(OPMALIMOHHON CUCTEMBI. B mapameTpax perucrpanuu yka3blBaloTcs JaTa v
BpeMsi BX0/J1a (BbIX0/[a) MOJIb30BATENS B CUCTEMY (U3 CUCTEMBI) WM 3arpy3KH (OCTaHOBA)
CUCTEMBI, pe3yJIbTaT MOMBITKY BX0/1a (YCIeIIHas WK HEeyCIIelIHas );

perucrparys BblJauu rneyaTHbixX (rpaduyecknx) JOKYMEHTOB Ha OyMakKHbIH HOcUTENb. B
napaMmeTpax perucTpaluy yKa3bIBaloOTCs Jara U BpeMsl Bblauu (0OpalieHus K IOJICUCTEME
BBIBOJIA), KPaTKOE Co/Iep KaHue JOKyMEeHTa (HauMEHOBaHUE, BUJI, KOJI), ClielU (UKL
yCTpoOiiCTBa BbIJauu (JIOrHYecKOoe UMs (HOMEp) BHEIIHETO YCTPOICTBA);

YUCT BCEX 3alIUITaCMbIX HOCHTEICH HHq)OpMaHHH C MIOMOIIBIO NX MAPKUPOBKHU U 3aHCCCHHUC
YUCTHBIX JAHHBIX B XXYPHaJI yu€Ta,

TyOIUPYIOMHKA YUET 3alIUIIIaeMbIX HOCUTEICH HHPOPMAIIHH;

ouncTka (0OHyJeHne, 00e3THIMBaHKE) OCBOOOKAAEMBIX 00J1acTEH OTIEPATUBHOM MaMSITH
MH(OPMALIMOHHON CUCTEMBI U BHEIIHUX HOCUTENEH HH(pOpMaLuy;

B) 00€CTICUCHHE TIEJIOCTHOCTH:

o0ecreyeHre HeI0CTHOCTH TPOrPAaMMHBIX CPEACTB CUCTEMBbI 3aIUThHI IEPCOHAIIBHBIX IaHHBIX,
oOpabaTeiBaeMO HH(OPMALINHY, a TAK)KE HEU3MEHHOCTh POrpaMMHOM cpefbl. [Ipu aTom
L[EJI0CTHOCTb ITPOIPAMMHBIX CPEJICTB IPOBEPSAETCS MPH 3arpy3Ke CUCTEMBI [0 HATMYUIO UMEH
(unenTu(UKaTOpOB) KOMIOHEHTOB CPEACTB 3aIIUTHI HHPOPMALIUH, a L[EJIOCTHOCTh
IIPOrpaMMHOM cpefibl 00ecreurBaeTCsi OTCYTCTBUEM B MH(POPMALIMOHHOM cHCTEME CPEJICTB
pa3paboTKU U OTIAAKH POrpamm;

¢buznueckas oxpaHa TEXHUUECKUX CPEACTB MHPOPMAIIMOHHBIX CUCTEM (YCTPOMCTB U HOCUTENEH
nH(popmMalun), IpeaycMaTpUBAaIOIas IOCTOSIHHOE HAJTMYKUE OXPAHbl TEPPUTOPUH U 3/1aHUS;
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MEePUOIUUYECKOE TECTUPOBAHNE (PYHKLNN CHCTEMBI 3alUThI IEPCOHANBHBIX JaHHBIX PU
M3MEHEHHUHU ITPOrpaMMHOM cpesibl ¥ MoJb30BaTesiell HHPOPMAIMOHHON CUCTEMBI C ITIOMOIIBIO
TECT-IIPOTrpaMM, UMHATHPYIOIIMX ITOIBITKA HECAHKIITMOHUPOBAHHOIO JTOCTYIIA;

HaJIMYue CPEJCTB BOCCTAHOBIICHUS CUCTEMBI 3alLUThI IEPCOHATBHBIX JTaHHBIX,
[IpelyCMaTpUBAIOLIMX BE/IEHUE ABYX KOMHI MPOrpaMMHBIX KOMIIOHEHTOB CPEJICTB 3aLUThI
uHGOpMAaLMHY, UX IIEPHOJUUECKOE OOHOBICHHE U KOHTPOJIb PA00OTOCIIOCOOHOCTH.

4.2. J1ns nHPOPMAIIMOHHBIX CUCTEM

1 xi1acca mpyu MHOTOIOJIL30BATENBCKOM PEXXUME 00paOOTKU MEPCOHANBHBIX JAaHHBIX U PABHBIX
mpaBax AOCTYyIla K HUM MOJIb30BaTeNeH MMPUMCHAIOTCA CIACAYIOMHUE OCHOBHBIC MCTOAbI 1
Cr0CcoObI 3alTUTHl HHPOPMALUU:

a) ympasJeHHUE JOCTYIIOM:

UJCHTU(PUKAIMS U IPOBEPKA MOJIMHHOCTHU I0JIb30BATENS MPU BXOJIE B CUCTEMY 10
uaeHTUPUKATOpY (KOAY) U MAPOJII0 YCIOBHO-NMOCTOSHHOTO JEHCTBUS AJIMHON HE MEHEe LIECTH
OYKBEHHO-IIU(POBBIX CHMBOJIOB;

UJCHTUPUKAIUSI TEXHUYECKUX CPEJICTB MH(OPMALIMOHHBIX CHCTEM M KaHAJIOB CBSI3H, BHELUTHUX
YCTPOICTB MHPOPMAILIMOHHBIX CUCTEM I10 MX JIOTHUECKUM ajpecaM (HoMepam);

UIeHTU(DUKAIMS IPOTPAMM, TOMOB, KaTajaoros, (aiioB, 3aMcel, OJIeH 3anuceil 0 UMEHaM;
0) peructpauus u y4er:

perucTpamus BXxo/1a (BbIX0a) MoJb30BaTels B CUCTEMY (U3 CHCTEMBI ), JIMOO perucTparus
3arpy3kKd 1 MHULHAJIU3AUHU ONEpallMOHHONW CHCTEMBI U €€ MPOrpaMMHOI0 OCTaHOBA.
Peructparnus BbIxoAa U3 CUCTEMBI WM OCTAHOBA HE IPOBOAUTCS B MOMEHTHI allllapaTypHOTO
OTKJIFOUEHUS MH(OPMALIMOHHON CUCTEMBI. B mapameTpax perucrpanuu yka3blBaloTcs JaTa v
BpeMsl BX0/1a (BBIX0/1a) MOJIB30BATENS B CUCTEMY (M3 CHCTEMBI) WM 3arpy3Ku (OCTaHOBA)
CUCTEMBbI, pe3yJIbTaT MOMBITKY BX0/1a (yCIeLIHas WK HeyclenIHas ), uieHTUGuKaTop (Koa niu
(bamuMs) MoJb30BaTeNsl, NPEAbSIBICHHBIN PU MONBITKE 10CTYIA;

peructparys BblJauu rneyaTHbixX (rpaduyecknx) JOKYMEHTOB Ha OyMakHbIA HOcUTENb. B
napaMmeTpax perucTpaluy yKa3bIBaloOTCs Jara U BpeMs Bblauu (0OpaleHus K IoJICUCTEME
BBIBOJIA), CIELIM(PUKAINS YCTPONUCTBA BbIIa4yH (JJOrHUEcKOoe UMs (HOMEpP) BHELIHETO
yCTpOIICTBA), KpaTKOE COJepKaHUE TIOKyMEHTa (HauMeHOBaHUe, BU, IU(P, KOJ),
UJEHTU(PUKATOP MOJIb30BATENS], 3alIPOCUBIIETO JOKYMEHT;

perucTpanus 3amycka (3aBepIieHus ) MporpaMM 1 MpoIecCcoB (3a1aHui, 3a/1a4),
IIpeIHa3HaYeHHBIX /17151 00pabOTKU MEepCOHANbHBIX JaHHBIX. B mapamerpax perucrpauuu
YKa3bIBAIOTCA J]aTa U BpeMs 3alrycka, UMsl (MaeHTU(GUKaTop) nporpaMmsl (mpoiiecca, 3aJaHus),
UJEHTUPUKATOP MOJIb30BaTENs], 3alIPOCUBIIET0 Mporpammy (IpoLecc, 3alaHue), pe3yabTaT
3amycka (yCHenrHblii, HeyClelHblIi);

perucTparus MonbITOK JOCTYyIa MPOrpaMMHBIX CPEICTB (IIporpaMM, MPOIECCOB, 3a1ad,
3a/laHui) K 3amuiaeMeiM (aiinam. B mapamerpax perucrpanuu yka3blBarOTCs 1aTa U BpeMs
IIOTIBITKH JOCTYNA K 3alluiiaeMoMy (haiiiay ¢ ykazaHueM ee pesysbraTa (ycHelHas,
HeycIeuIHas ), UIeHTU(PUKATOp MOJIb30BaTeNsl, criequuKanus 3amuiiaeMoro ¢aina;
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perucrtparys MonbITOK JOCTYyIa NPOrPaMMHBIX CPEJICTB K JOTOTHUTEIbHBIM 3aIUIIIAEMbIM
oOBeKTaM JocTyna (TepMUHaNIaM, TEXHUYECKUM CPEJCTBaM, y3JaM CETH, JIMHUAM (KaHaiaMm)
CBSI3M, BHELIHUM YCTPOMCTBaM, porpaMmam, ToMaMm, Karajoram, ¢ailiaMm, 3anucsam, nojsm
3anuceit). B mapamerpax perucTpanuu yka3blBalOTCs 1aTa U BpeMsl MONBITKHU JOCTYIIA K
3alUIIaeMoOMy OOBEKTY C YKa3aHHEM €€ pe3yJbpTaTa (ycleuiHas, HeycreliHas), HAeHTU(UKATOP
10JIb30BaTeNs, Crienu(pUKaIs 3alIUIaeMoro 00bekTa (Jloruueckoe uMs (Homep));

y4YeT BCeX 3alllMIAaeMbIX HOCUTENEeNH HH(POpMAaLMK C TOMOIIIbIO UX MApKUPOBKH U 3aHECEHUE
YUETHBIX JaHHBIX B )KypHaJ yuyeTa ¢ OTMETKON 00 UX BblAaue (mpueme);

TyOIUPYIOIMHKA YUET 3alTUIIaeMbIX HOCUTENIeH nHpOopMannu;

ourcTka (0OHysIeHHe, 00e3TMUnBaHne) 0CBOO0XK1aeMbIX 00acTel ONIepaTUBHOM MaMsITh
MH(OPMALIMOHHBIX CUCTEM U BHEIIHUX HOCUTENeH HH(pOpMaLny;

B) 00€CTICUECHHE TIEIOCTHOCTH:

o0ecreyeHre EeI0CTHOCTH TPOrPAaMMHBIX CPEJCTB CUCTEMBI 3aIlIUThI IEPCOHANIBHBIX JIaHHBIX,
oOpabaTeiBaeMOii HH(OPMALINHY, a TAKKE HEU3MEHHOCTh POrpaMMHOM cpefbl. [Ipu aTom
L[EJI0CTHOCTh CUCTEMBI 3alIUThl IEPCOHANBHBIX JAHHBIX POBEPAETCS MIPU 3arpy3Ke CUCTEMBI 110
HaJIMYUIO UMEH (MIEHTU(UKATOPOB) €€ KOMIIOHEHT, a [IeIOCTHOCTh MPOTPAaMMHON CpeJibl
obOecrieunBaeTcst OTCYTCTBUEM B MH(POPMAILIMOHHOMN CHCTEME CPEJICTB Pa3pabOTKH U OTIIAKU
IIPOrpaMmM;

¢duznueckas oxpaHa TEXHUUECKUX CPEJCTB MHPOPMAIIMOHHON CHUCTEMBI (YCTPOICTB U
HOcHuTeNel nHhOopMaIHH), TPEAYCMaTPUBAIOIIAs TTOCTOSTHHOE HATUIUE OXPAaHbl TEPPUTOPUHU U
3/1aHus;

MEePUOIUUYECKOE TECTUPOBAHUE (PYHKIMN CUCTEMBI 3aLUThI IEPCOHAIBHBIX JAHHBIX IIPU
M3MEHEHHUHU ITPOrpaMMHOM cpesibl U MoJb30BaTeNiell HHPOPMAIMOHHON CUCTEMBI C TOMOIIBIO
TECT-IIPOTpaMM, UMHUTHPYIOIIMX ITOIBITKA HECAHKITMOHUPOBAHHOIO TOCTYIIA;

HaJIM4Yue CPEJCTB BOCCTAHOBJICHUS CUCTEMBI 3aIUThI IEPCOHAIbHBIX JAHHBIX,
[IpelyCMaTpUBAIOIIMX BEICHUE ABYX KOMHI MPOrpaMMHBIX KOMIIOHEHTOB CPEJICTB 3aLUThI
uHGOpMaLMHY, UX IIEPHOJUUECKOE OOHOBICHHE U KOHTPOJIb PA00OTOCIIOCOOHOCTH.

4.3. st nHGOPMAIIMOHHBIX CUCTEM

1 xi1acca mpyu MHOTOIOJIL30BATENbCKOM PEKUME 00pa0OTKU NEPCOHAIBHBIX JAHHBIX U PA3HBIX
MpaBax JOCTYyIa K HUM I10JIb30BaTelNei MPUMEHSIOTCS CIEIYIOIINE OCHOBHBIE METOIBI U
Cr0CcoObI 3alTUTHl HHPOPMALUU:

a) ympasJeHHUE JOCTYIIOM:

UACHTUDUKAIMS U IPOBEPKA MOUTMHHOCTH TI0JIH30BATEIIS TIPH BXO/IE€ B CHCTEMY TI0
UACHTUDUKATOPY (KOY) U MAPOJII0 YCIOBHO-TIOCTOSIHHOTO JICHCTBHS JUTMHON HE MEHEe MIECTH

OyKBEHHO-IIU(POBBIX CHMBOJIOB;

UIeHTU(DUKAIMS TEPMUHAIIOB, TEXHUYECKHUX CPEJICTB, Y3JIOB CETH, KAHAJIOB CBSI3U, BHEIITHUX
YCTPOMCTB MO JIOTUYECKUM UMEHAM;
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UJEeHTU(DUKAIMS POTPAMM, TOMOB, KaTaJIOroB, (ailjioB, 3anucel, OJIeH 3amuceil o UMEeHaM;

KOHTPOJIb JIOCTYIIA MOJIB30BaTENIeH K 3alIMIIaeMbIM PECYpCaM B COOTBETCTBHH C MaTPUIICH
JI0CTYTIa;

0) peructpauus U y4er:

perucTpanus BXxo/1a (BbIX0a) MoJb30BaTelield B CUCTEMY (M3 CUCTEMBI), TNOO pEerucTparims
3arpy3kKd 1 MHULHAJIU3AUHU ONlEpallMOHHONW CHCTEMBI U €€ MPOrpaMMHOI0 OCTaHOBA.
Peructparnus BbIxoAa U3 CUCTEMBI WM OCTAHOBA HE IPOBOAUTCS B MOMEHTHI allllapaTypHOTo
OTKJIFOUEHUs MH(POPMALIMOHHON CUCTEMBI. B mapameTpax perucrpanuu yka3blBaloTcs JaTa v
BpeMsl BX0/1a (BBIX0/1a) MOJIB30BATENS B CUCTEMY (M3 CHCTEMBI) WM 3arpy3Ku (OCTaHOBA)
CUCTEMBbI, pe3yJIbTaT MOMBITKY BX0/1a (yCIEIIHas WK HeycIenIHas ), uieHTUGUKaTop (Koa niu
(dbamuIMs) MoJIb30BaTeNsl, MPEAbSBICHHBIN IPU MONBITKE JTOCTYMA, KOJI WX NapoJb,
IIPEABSIBICHHBIN IIPY HEYCIIEIIHON ITOIBITKE;

perucTpaius BblJauu rneyaTHbIX (rpaduyeckux) J0OKYMEHTOB Ha OyMa)KHbIH HOcUTENb. B
napaMmeTpax perucTpaluy yka3bIBaloTCs AaTa U BpeMsl Bblauu (0OpalleHus K oACucTeMe
BBIBOJIA), CIELIM(PUKAIUS YCTPONUCTBA BbIIa4yM (JIOrHUECKOe UMs (HOMEp) BHELIHETO
yCTpOIICTBA), KpaTKOE COJEpKaHUE TIOKyMEHTa (HauMeHOBaHUE, BU, IU(P, KOJ),
UJEHTUPUKATOP MOJIb30BATENS], 3aIPOCUBILIETO JOKYMEHT;

perucTpanus 3amycka (3aBepIiieHus ) MporpaMM MPOIECCOB (3aAaHui, 3a71a4), TpeaHa3HAYCHHBIX
U1 00pabOTKH MepCOHaIbHBIX JaHHBIX. B mapameTpax perucrpanuu yka3blBaloTcs faTa v
BpeMs 3a1ycka, UMsl (MACHTHU(PHUKATOp) MporpaMmsl (Tpoliecca, 3aJjaHus ), UACHTU(GUKATOp
10JIb30BAaTedIs, 3aIPOCUBLIETO MporpamMmy (Mpoliece, 3aJaHue), pe3ynbTar 3amycka (yCreuHbln,
HEYCIEUTHBIN);

perucTparus MnonbITOK JOCTYyIa MPOrpaMMHBIX CPECTB (IIpOrpaMM, MPOIECCOB, 3a1ad,
3aJlaHui) K 3amuinaemMeiM (aiinam. B mapameTrpax peructpaiuu yKa3blBaloTCs JaTa U Bpems
HOTIBITKH JOCTYNA K 3alluIiaeMoMy (paiiy ¢ yka3zaHueM ee pe3ynbraTa (yclellHas,
HeycIeuIHas ), UIeHTU(PUKATOp MOJIb30BaTesl, criequuKanus 3amuiiaeMoro ¢ainia;

perucrparys MonbITOK JOCTYyIa NPOrPaMMHBIX CPEJICTB K JOTIOTHUTEIbHBIM 3aIUIIIAEMbIM
oOBeKTaM J0cTyna (TepMUHaANIaM, TEXHUYECKUM CPEJCTBAM, y3JaM CETH, TUHUSIM (KaHajam)
CBSI3M, BHELIHUM YCTPOMCTBaM, porpaMmam, ToMaMm, Karajoram, ¢ailiaMm, 3anucsam, nossm
3anuceit). B mapamerpax perucTpanuu yka3blBalOTCs 1aTa U BpeMsl MONBITKHU JOCTYIA K
3alUIIaeMOMy OOBEKTY C YKa3aHHEM €€ pe3yibTaTa (ycleniHas, HeycreliHas), UAeHTUuGuKarop
10JIb30BaTeNs, CrienupUKaIs 3alUIaeMoro 00bekTa (Jloruueckoe uMs (Homep));

y4eT BCeX 3allMIAaeMbIX HOCUTENEeH HH(POPMAaLMK C TOMOIIbIO X MApKUPOBKH U 3aHECEHUE
YUETHBIX JaHHBIX B )KypHaJ yueTa ¢ OTMETKOM 00 UX Bblaye (IIpueme);

ouncTka (0OHyJeHre, 00e3TNINBaHKE) OCBOOOKAAEMBIX 00J1acTEH OTIEPAaTUBHOM MaMSITH
MH(POPMAITMOHHON CUCTEMBI 1 BHEIITHUX HAKOTTUTEIECH;

B) 00€CTICUECHHE TIEJIOCTHOCTH:

o0ecreyeHre EeI0CTHOCTH TPOrPaMMHBIX CPEJCTB CUCTEMBI 3aIlIUThI IEPCOHANIBHBIX JIaHHBIX,
oOpabaTeiBaeMO HH(OPMaLIKH, a TAK)KE HEM3MEHHOCTb NPOrpaMMHOI cpefbl. [1pu sTom
LETIOCTHOCTh CUCTEMBI 3aIIATHI IEPCOHAIBHBIX JaHHBIX ITPOBEPSIETCS IIPH 3arPy3Ke CUCTEMBI 110
KOHTPOJIBHBIM CyMMaM KOMIIOHEHTOB CHCTEMBI 3aIUTHI, a [IEJIOCTHOCTh IPOTPAMMHON CPEBI



17

o0ecreunBaeTcs UCIOJIb30BAaHUEM TPAHCISTOPOB C A3BIKOB BHICOKOI'O YPOBHS U OTCYTCTBUEM
cpeacTB MoauduKali 00bEKTHOTO KOJa IIPOrpaMM B Ipoliecce 00paboTKH U (MiIM) XpaHEHUS
MIEPCOHAIbHBIX JTAHHBIX;

¢duznueckas oxpaHa TEXHUUECKUX CPEJCTB MHPOPMAIIMOHHON CUCTEMBI (YCTPOICTB U
HOCHUTeNeH HHPOpMALH), IPeycMaTpHUBaloIIasi KOHTPOJIb JOCTYIA B TOMEILEHUS
MIOCTOPOHHUX JIUL, HATMYKME HAJEKHBIX MPEMSITCTBUN 11 HECAHKLIHOHUPOBAHHOTO
IIPOHUKHOBEHHUS B TOMELEHUS U XPAaHUJIUIIE HOCUTENEH HHPOpMaInH;

MEPUOIUUYECKOE TECTUPOBAHNE (PYHKLNN CUCTEMBI 3alUThI IEPCOHANBHBIX JaHHBIX MPU
M3MEHEHHUHU ITPOrpaMMHOM cpeibl U MoJb30BaTesiell HHPOPMATMOHHON CUCTEMBI C ITOMOIIBIO
TECT-MPOTpaMM, UMUTHPYIOLIUX MTONBITKH HECAHKLIMOHUPOBAHHOTO JIOCTYIIA;

HaJIMYue CPEJCTB BOCCTAHOBJICHUSI CUCTEMBI 3allIUThI IEPCOHATBHBIX JTaHHBIX,
[IpelyCMaTPUBAIOLIUX BEIEHUE ABYX KOMHI MPOrpaMMHBIX KOMIOHEHTOB CPEJCTB 3aIUThI
uH(GOpMAaLUHY, UX IIEPHOJUUECKOE OOHOBICHHE U KOHTPOJIb PA00TOCIIOCOOHOCTH.

4.4. bezonacHO€ MEXCETEBOE B3aUMOJIEHCTBHE sl UHPOPMAIIMOHHBIX CUCTEM

1 xi1acca npu UX MOJKIIOUYEHUHU K CETAM MEXIYHapOAHOTO HH(POPMAIMOHHOTO 0OMEHa
JOCTUTAETCSI TyTEM IIPUMEHEHMSI CPEACTB MEXKCETEBOI0 SKpaHUPOBAHHUS, KOTOPbIE
o0ecreunBaroT BHIIOJIHEHUE CIEIYIOIUX PYHKIINM:

(GWIBTpaLUIO HA CETEBOM YPOBHE AJISl KAXKJIOTO CETEBOI0 MAKEeTa HE3aBUCUMO (PELICHHE O
¢buIbTpauy NPUHUMAETCS HA OCHOBE CETEBBIX aJPECOB OTIIPABUTENS U MOJIydaTess WIK Ha

OCHOBE JIPYTUX SKBUBAJICHTHBIX aTpUOYTOB);

(bl/IJ'IBTpaIII/IIO IIaKE€TOB CJ'Iy>K€6HI)IX ITPOTOKOJIOB, CIIYXKAIIUX JI1 JUAarHOCTUKU U YITPABJICHHUA
paboToil ceTeBbIX YCTPOUCTB;

(GUIbTPALUIO C YIETOM BXOJIHOTO M BBIXOJHOTO CETEBOro MHTEpQeiica Kak CpelICTBAa IPOBEPKU
IIOJUIMHHOCTH CETEBBIX A/IPECOB;

(UIBTpAIUIO ¢ YUETOM JIIOOBIX 3HAYUMBIX TI0JIEH CETEBHIX MMAKETOB;

(buIpTpaIMio Ha TPAHCIOPTHOM YPOBHE 3aIIPOCOB HA YCTAHOBJICHHE BUPTYAIbHBIX COCTUHEHHI
C y4ETOM TPAHCHOPTHBIX aPECOB OTIIPABUTEIS U TIOJTydaTeIs;

¢GuIbTpaLUIO HA MPUKIIATHOM YPOBHE 3alIPOCOB K MPUKIIAHBIM CEPBUCAM C YYETOM
MIPUKIIAJHBIX aPECOB OTIPABUTENSA U NIOJIydaTes;

(UIBTpAIUIO C YYETOM JaThl U BPEMEHH,

ayTeHTU(UKALMIO BXOAAIIUX U UCXOJAIINX 3alIPOCOB METOJaMH, YCTOMYUBBIMU K TACCUBHOMY
U (W1M) aKTUBHOMY MPOCIYILINBAHUIO CETH;

perucTpanuio 1 yuer GuibTpyeMbIX MaKeTOB (B HapaMeTpbl PETUCTPALMU BKIIIOYAIOTCS a/Ipec,
BpeMs U pe3ysbTaT GuiIbTpalun);

PErUCTPAILHIO U yUET 3aPOCOB HA YCTAHOBJICHUE BUPTYAIbHBIX COCTUHEHU;
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JIOKAJIbHYIO CUTHAJIM3aLMI0 MMONBITOK HapyLIEHUs paBuil (PUIbTpALUY;

UIECHTU(DUKAIIMIO U ayTCHTU(UKAIIUIO aIMUHUCTPATOPA MEKCETEBOTO SKpaHa MPH €ro
JIOKAJBHBIX 3aIpOcax Ha JOCTYII 10 UeHTU(PHUKATOPY (KOIY) ¥ TApOII0 YCIOBHO-TIOCTOSIHHOTO
JICUCTBHS,

MpeI0TBpAaIllEHUE I0CTYyNa HEUIEHTU(PULIUPOBAHHOTO MOJIb30BATEINS WM [10JIb30BATEI,
MOJJIMHHOCTh UACHTU(DUKAIIMY KOTOPOTO IIPY ayTeHTU(UKALUU HE TIOITBEPANIIACh;

UJCHTUPUKALMIO U ayTeHTU(PUKALUIO aIMUHUCTPATOPa MEKCETEBOTO dKpaHa MPH €ro
yAaJeHHBIX 3aIIPOCax METOJAaMHM, YCTOMYMBBIMU K TACCUBHOMY M aKTUBHOMY I€peXBarTy
uHpopmanuy;

perucrpaluio BxoJa (BbIxoa) aAMUHUCTPATOPa MEXKCETEBOI0 3KpaHa B CUCTEMY (U3 CHCTEMBI)
100 3arpy3Ky U MHULUAIU3AINYA CUCTEMBI U €€ MPOrpaMMHOI0 OCTaHOBA (PEerucTpanus BbIXo/1a
U3 CUCTEMBI HE IPOBOAMUTCS B MOMEHTHI allllapaTypHOT0 OTKIIIOYEHHS MEKCETEBOr0 SKpaHa);

PEruCTPAIHIO 3aITyCKa MPOTPaMM M MPOIIECCOB (3aaHM, 3a1a4);

perucTpanuio AelCcTBUs aIMUHUCTPATOPa MEKCETEBOr0 3KpaHa M0 U3MEHEHUIO MPaBUII
¢bunbTpanuu;

BO3MOKHOCTb JUCTAHIIMOHHOTO YIIPaBJIEHUS CBOMMH KOMIIOHEHTAMH, B TOM YHUCJIE
BO3MOXHOCTb KOH(GUTYpHUpOBaHUs GUIBTPOB, IPOBEPKU B3aUMHON COTJIaCOBAHHOCTH BCEX
(GuIbTPOB, aHATIM3a PETUCTPALMOHHON UH(POPMALIUY;

KOHTPOJIb LIEIOCTHOCTH CBOEH MPOTpaMMHOM U MHPOPMALIMOHHOMN YacTH;

KOHTPOJIb LIEIOCTHOCTH NMPOrpaMMHOM U MHPOPMALIMOHHOM YaCTH MEXKCETEBOr0 dKpaHa 1o
KOHTPOJIBHBIM CyMMaM;

BOCCTaHOBJICHHE CBOMICTB MEKCETEBOT'O 9KpaHa 1ocJie c0OEB U OTKAa30B O6OPYI[0BaHI/I$I;

periaMeHTHOE TECTUPOBAaHUE peasIh3aluy MpaBuil GUIbTpaLluu, IPOLecca PETUCTPALIUH,
nporecca UAeHTU(GUKALUY U ayTeHTU(PUKALIUU 3alIPOCOB, Ipoliecca UIeHTUDUKALUN U
ayTeHTU(UKaUU aAMUHUCTPATOpa MEKCETEBOr0, IKpaHa, Ipolecca perucTpaluu AeHCTBUM
aJIMUHUCTPATOPA MEXCETEBOI0 IKPaHa, IpoLecca KOHTPOJI 33 LEJIOCTHOCTBIO IPOrPaMMHON U
MH(OPMaLIMOHHON YacTH, IPOLEAYPbl BOCCTAHOBJICHHUS.

5. AHanu3 3alMIEHHOCTH TPOBOAUTCS JUIsl pacipeiesIeHHbIX NHPOPMALIMOHHBIX CUCTEM U
MH(OPMALIMOHHBIX CUCTEM, MTOJKIIOYEHHBIX K CETSIM MEXITYHapOAHOI0 HH(OPMALIMOHHOTO
oOMeHa, IMyTeM HCIIOJIb30BaHuUs B COCTaBE MH(POPMAIIMOHHON CUCTEMbI IPOTPAMMHbBIX WU
[IPOrpaMMHO-aMMapaTHbIX CPEACTB (CUCTEM) aHaIN3a 3aIUILEHHOCTH.

CpenctBa (cucTeMbl) aHaIM3a 3aTUIIICHHOCTH JTOJDKHBI 00€CIIeYuBaTh BO3MOKHOCTD BBISIBJICHHS
YSI3BUMOCTEH, CBSI3aHHBIX C OIIMOKaMH B KOH(PUTypalluu IpOrpaMMHOT0 00ecreueHUst
MH(OPMALIMOHHON CUCTEMBI, KOTOPbIE MOTYT ObITh UCIOJIL30BAaHbI HAPYIIUTENEM IS
peanu3aiy aTakd Ha CUCTEMY.

6. OGHapy>keHue BTOPKEHUI MPOBOIUTCS 151 MHPOPMALIMOHHBIX CUCTEM, MOAKIIOUYEHHBIX K
CEeTSIM MEXJIyHapOIHOTO HH(POPMALIMIOHHOTO 0OMEHa, ITyTeM HCII0JIb30BAHUS B COCTaBE
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WH()OPMAIMOHHON CHCTEMBI TPOTPAMMHBIX WIIH TIPOTPaMMHO-AIIIAPATHBIX CPEJICTB (CUCTEM)
0OHApY>KEHHS BTOP)KCHHIA.

7. dns nndopMallMOHHBIX cucTeM | Kilacca mMpUMEHseTCsl IPOrpaMMHOE 00ecIieYeHHE CPE/ICTB
3alUThl HH()OPMALIMK, COOTBETCTBYIOLIEE 4 YPOBHIO KOHTPOJISI OTCYTCTBUS
HEJIEKJIAPUPOBAHHBIX BO3MOKHOCTEMN.



